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January 27, 2017 
 
 
 
 
Ms. Cassandra Lentchner, Deputy Superintendent for Compliance 
NYS Department of Financial Services (DFS) 
One State Street 
New York, NY  10004 
 
Re:  Proposed 23 NYCRR 500, Cybersecurity Requirements for Financial Services 
Companies 
 
Dear Ms. Lentchner: 
 
I am writing to comment on the above-captioned revised regulation concerning 
cybersecurity requirements for financial companies, including property and casualty 
insurance companies.  The New York Insurance Association (NYIA) is the state trade 
association that has represented the property and casualty insurance industry in New York 
for more than 130 years.  NYIA’s member companies run the gamut from large national 
insurers to regional carriers of varying sizes, including numerous small insurance 
companies.  Despite these differences in size, all NYIA member companies recognize the 
importance of cybersecurity.   
 
Before discussing our comments and minor suggested modifications to the revised 
regulation, NYIA applauds DFS for its extensive outreach and communication with the 
entire insurance industry regarding the original proposed regulation.  DFS held numerous 
meetings with all of the stakeholders, listened carefully and made numerous substantive 
changes to the original proposed regulation that we believe made the revised regulation 
much more flexible and risk-based.  You and your entire team are to be commended for the 
comprehensive and thoughtful approach brought to this very important issue. 
 
Expanding the limited exemptions from provisions of the regulation in section 500.19 with 
the addition of an exemption for a covered entity with fewer than 10 employees is an action 
we heartily endorse.  One aspect of this new exemption we believe requires clarification is 
the language including independent contractors within those 10 employees.  Many small 
property and casualty insurance companies use numerous independent contractors for a 
variety of functions with some of these functions not involving the business of insurance 
(i.e., a snowplow contractor, landscape maintenance, etc.).  For this reason, we believe the 
exemption could be made much more meaningful by amending to further define an 
“independent contractor” as a person or entity who performs a core business function of the 
covered entity.  This would include an independent contractor who is truly most similar to 
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an actual employee and hence should be counted as an employee for purposes of this 
exemption.  One type of independent contractor that should not be considered as an 
“independent contractor” is an adjuster or adjusting firm hired as an outside contractor, it is 
very common for smaller property and casualty insurance companies, especially during 
disasters with numerous claims being submitted at the same time, to hire adjusters on a 
temporary basis. 
 
The definition of “Nonpublic Information” contained in section 500.01 (g) (2) is too broad 
as currently written.  Contrary to the definition of “Nonpublic Information”, a “name” is 
considered public information and is readily available from numerous public sources.  We 
suggest adding language at the very end of 500.01 (g) (2) that states, “when either the 
personal information or data element is not encrypted with an encryption key that has been 
acquired.”  In this context, what does a number, personal mark or other identifier mean?  
For example, would a phone number be a “number.”  If so, then a driver’s license number 
and a phone number would require notification.  One way to avoid this confusion would be 
to use the New York General Business Law section 899-aa definition of personal 
information.  NYIA also suggests that the definition of “Nonpublic Information” be limited 
in scope to New York State residents. 
 
In section 500.01 (g) (3), the words “in any form or medium” should be deleted because this 
legislation is intended to only regulate electronic information systems.  We also suggest that 
DFS use the HIPAA (Health Insurance Portability and Accountability Act) definition of 
electronic Protected Health Information (PHI).  Under this regulation’s definition, human 
resources or claim data may become PHI. 
 
NYIA respectfully suggests that the definition of “Person” in section 500.01 (h) is confusing 
in relation to other definitions such as “Covered Entity.”  One recommendation is to delete 
the definition of “Person” and revise the “Covered Entity” definition to include an 
individual, non-governmental entity, including but not limited to a non-governmental 
partnership, corporation, sole proprietorship, branch, agency or association.  For example, 
does “Person” apply to a licensed claims adjuster?  As for section 500.01 (i), we suggest the 
following definition for “Penetration Testing” be employed:  “Penetration Testing is a test 
methodology in which assessors attempt to circumvent or defeat established security 
controls by exploiting vulnerabilities of a Covered Entity’s Information Systems.” 
 
Section 500.05, Penetration Testing and Vulnerability Assessments, requires a cybersecurity 
program to include monitoring and testing designed to assess the “effectiveness” of the 
Covered Entity’s cybersecurity program.  We respectfully submit that the word 
“effectiveness” adds confusion as to exactly what is required by this section through 
injecting opinions and a degree of subjectivity.  Furthermore, the annual and periodic test 
and vulnerability assessment required in section 500.05 do not assess effectiveness, but 
rather identify potential vulnerabilities that can be exploited. 
 
Turning to section 500.06, Audit Trail, our member companies believe the requirement to 
maintain data of each Cybersecurity Event for five years is too long and imposes a 
significant financial burden.  It would require companies to store hundreds of terabytes of 
data over a five year period.  In reality, storing six months of data is enough to reconstruct 
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even a complex attack and respond to it appropriately.  The industry best practice is 30 to 90 
days online and one year backup.  For these reasons, we urge that section 500.06 (b) require 
that records be maintained for one year, rather than the five year period proposed in the 
revised regulation.   
 
NYIA appreciates the inclusion of a confidentiality provision, section 500.18, in the revised 
regulation.  One thought we have that could make this provision even more effective is to 
include the specific exemption provisions in each of the laws mentioned in section 500.18.  
As we understand the current provision, by mentioning the Public Officers Law there is an 
ability for Covered Entities to request an exemption for information provided pursuant to 
this regulation on the grounds they are sensitive business information (i.e., constitute trade 
secrets or if disclosed would cause substantial injury to the competitive position of the 
Covered Entity).   
 
Section 500.19, Exemptions, is welcomed as a sound expansion of the original regulation.  
We respectfully submit that perhaps the list of requirements that a company with the limited 
exemption is exempt from, in subsections (a) (3) and (c), could be slightly increased by 
including 500.17, Notice to Superintendent.  As for section 500.19 (d), we believe the notice 
of exemption requirement could be overly burdensome.  For instance, does it apply to an 
affiliate that is using its parent for compliance?   
 
In concluding, NYIA again expresses our appreciation to the Department for their extensive 
outreach for comments and input on this very important regulation.  We also applaud the 
DFS for revising the regulation and providing the stakeholders with another opportunity to 
comment on the revisions.  As always, please feel free to contact me if you have any 
questions or wish to discuss this matter further.  Given the scope and scale of this 
regulation, we look forward to continued dialogue on this issue as it is implemented. 
    
Sincerely, 

 
Ellen D. Melchionni, CAE 
President 
 
 cc:  Maria Vullo, Superintendent  
 Scott Fischer, Executive Deputy Superintendent, Insurance Division 
 Stephen Doody, Deputy Superintendent for Property & Casualty     

 
  
 




