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November 10, 2016 
 
Ms. Cassandra Lentchner, Deputy Superintendent for Compliance 
NYS Department of Financial Services (DFS) 
One State Street 
New York, NY  10004  
 
Re:  Proposed 23 NYCRR 500, Cybersecurity Requirements for Financial Services 
Companies     
 
Dear Ms. Lentchner:   
 
I am writing to comment on the above-captioned proposed regulation concerning 
cybersecurity requirements for financial companies, including property and casualty 
insurance companies.  The New York Insurance Association (NYIA) is the state trade 
association that has represented the property and casualty insurance industry in New York 
for more than 130 years.  NYIA's member companies run the gamut from large, national 
insurers to regional carriers of varying sizes, including numerous small insurance 
companies.  Despite these differences in size, all of NYIA's member companies recognize 
the importance of cyber security.  One visible sign of that recognition is NYIA’s work with 
two insurance agent groups in New York to create Guiding Principles to Advance 
Information Security in New York.   
 
These principles were developed and released shortly before the proposed cybersecurity 
regulation with the principles serving as a broad, flexible and risk-based approach to both 
cybersecurity and information security for the purpose of ensuring that agencies, companies 
and policyholders are better protected.    
 
Before discussing our comments and suggestions concerning the proposed regulation, NYIA 
believes it is important to stress that our member companies share the Department’s concern 
for the safety and security of the information contained within insurance companies’ 
computer and information systems.  We also agree that protection of our customers’ 
personal information is an essential aspect of the service insurance companies provide to 
their policyholders.  Given the necessity of creating and maintaining a program and policies 
for cybersecurity, we have seen our companies working hard for the past few years to take 
the steps necessary to establish a flexible, risk-based cybersecurity program.   
 

http://www.nyia.org/guidingprinciples
http://www.nyia.org/guidingprinciples


Therefore, we believe there is a shared commitment between the industry and DFS to 
establish appropriate information security measures and adequate cybersecurity but a 
divergence in the approach that should be taken.  NYIA will present constructive comments 
that seek to accomplish the goals DFS has set out in the proposed regulation, but in a 
manner that recognizes a flexible, risk-based approach is the most cost effective means of 
accomplishing the necessary level of cybersecurity.  It must be kept in mind that property 
and casualty insurance companies, unlike banks, rarely hold money or financial assets and 
they tend not to contain extensive amounts of personally sensitive information (such as 
social security numbers) in their records. 
 
In order to present our comments in the most effective manner, we are attaching two 
exhibits to this comment letter.  Exhibit A consists of detailed comments specific to each 
section of the regulation with suggested alternative language for consideration by the 
Department.  Exhibit B is a compilation of all comments received by NYIA’s member 
companies.  This letter contains our broad comments regarding the scope and substance of 
the proposed cybersecurity regulations. 
 
One general observation we would make concerning this proposed regulation is its 
provisions reflect an attitude that a breach in a company’s computer systems is the fault of 
the company.  It must be kept in mind that a company who suffers a cyber breach is almost 
always a victim of malicious behavior committed by bad actors.  NYIA respectfully submits 
that this reality should be reflected in the proposed regulation with less onerous mandates, 
such as a longer time period than 72 hours corresponding to a cybersecurity event.  
Additionally, another overarching point that we believe is extremely important to keep in 
mind is a one size fits all regulation such as this proposal is not appropriate.  Companies 
writing more than $2 billion in yearly premiums are vastly different than companies writing 
less than $1 million a year.  DFS should acknowledge this reality and tailor their 
expectations accordingly.  Smaller property and casualty insurers in New York are already 
confronting numerous regulatory burdens that take them away from their primary mission 
of providing financial security to policyholders.  These small insurers write insurance for 
underserved areas of the state, primarily in rural areas of Upstate New York, and 
accordingly ensure a competitive property and casualty insurance market for these areas.  In 
fact, these insurers write policies for more than 71,000 New York state small businesses.  
For these reasons, we suggest an additional threshold be created to exempt insurers writing 
less than $50 million in annual premiums.       
 
A related point to make concerns the outsourcing of cyber security and computer operations 
by some insurers.  Insurers who outsource their entire network infrastructure to third party 
hosting services do this for the sensible business reason of engaging providers with the 
requisite expertise and resources to maximize the proper management of network integrity 
and security.  These companies are working hard to ensure that all aspects of their cyber 
security are covered as they work on this transition to third party hosting services or the 
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cloud (aspects such as SSAE-16 compliance and willingness of the provider to subject 
themselves to attack testing) but they are acutely aware of the fact nothing connected to the 
internet is fail proof.  It is unclear how the proposed regulation applies with respect to 
insurance carriers outsourcing their entire network infrastructure to third party hosting 
services. 
 
This proposed regulation does not seem to contemplate how it will be followed by insurance 
companies who must also comply with Regulation 173 (11 NYCRR 421, Standards for 
safeguarding customer information) and Regulation 169 (11 NYCRR 420, Privacy of 
consumer financial and health information).  Which regulation controls in the event of a 
conflict?  In addition, complying with multiple regulations that are attempting to 
accomplish the same goal does not make sense and leads to unnecessary costs.  NYIA 
suggests that the Department review how these three regulations would interact and 
streamline the requirements so only one set of regulations apply to cybersecurity. 
 
Encouraging DFS licensees to share information regarding cybersecurity threats and the 
best practices to contain them is a goal we believe the proposed regulation should foster.  
This type of approach has been the subject of federal legislation, with companies 
encouraged to share preventative information with each other and the federal law 
enforcement agencies.  That also provides the added benefit of using the more effective 
flexible, risk-based model for data security.        
 
Turning to more specific concerns, this regulation contains four overly broad definitions.  
Those are the definitions for “cybersecurity event”, “Nonpublic Information”, “Information 
System”, and “Multi-Factor Authentication”.  The cybersecurity event definition is much 
too broad because it includes even unsuccessful attempts to gain unauthorized access.  As 
for Nonpublic Information, the proposed regulation employs much too broad a definition, it 
should mirror New York’s General Business Law (GBL) section 899-aa.  Similarly, the 
regulation’s definition of “Publicly Available Information” should be tightened to reflect 
GBL section 899-aa (1) (b).  This provision expressly notes “private information” does not 
include publicly available information that is lawfully made available to the general public 
from federal, state or local government records.  “Information System” should be narrowed 
to only apply to “organized computer systems for the collection, storage and processing of 
nonpublic information.”  There needs to be more clarity regarding the definition of “Multi-
Factor Authentication.”  The possession factors need to be more clearly described.  For 
example, it is unclear whether digital certificates constitute a possession factor. 
 
There are numerous reporting requirements contained in the proposed regulation.  Many of 
these reports, if not all, would include highly confidential information that would negatively 
impact insurance companies if they became publicly available.  For that reason, NYIA 
suggests incorporating a confidentiality clause into the regulation that would expressly allow 
companies to deem these records trade secrets under New York’s Freedom of Information 
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Act as set forth in the Public Officers Law.  Otherwise, these reports if disclosed to the larger 
public could be attractive material for plaintiff attorneys to use in unnecessary litigation, 
especially class action cases, that would only serve to further increase costs for the 
policyholders.  Another issue concerning the reports is exactly which company must submit 
them.  It would be much more efficient to expressly stipulate in the regulation that the 
parent company is solely responsible for submitting reports, on behalf of both itself and its 
affiliates and subsidiaries that are also DFS licensees. 
 
Another area of the proposed regulation where NYIA companies have numerous concerns 
is section 500.11, third party information security policy.  First, even smaller companies 
have numerous vendors and for large national companies they can have a million vendors 
or more.  NYIA urges the Department to consider tightly defining the type of insurance 
company information a third party service provider has access to that requires the provider 
to meet the cybersecurity measures contained in the final regulation (i.e., a narrow 
definition of Nonpublic Information).  In addition, there are many vendors who must meet 
very stringent cybersecurity standards established by other government or private entities.  
For that reason, we suggest that if such a vendor is meeting those standards then they do not 
have to be covered within this regulation.  The annual assessment of a third parties’ 
cybersecurity practices is also much too onerous and should be replaced by a risk-based 
analysis.   
 
Several provisions of this proposed regulation, such as the encryption requirements, audit 
trail, penetration testing, multi-factor authentication, and reporting requirements to name 
just a few, will lead to increased costs for insurance companies.  This is especially significant 
for NY’s domestic mutual and co-operative insurance companies because by law they must 
keep certain expenses (management and administrative) below a percentage amount of their 
net premium income.  Insurance Law section 4110 outlines the management expense cap 
for mutual insurers and Insurance Law section 6613 sets forth the management expense cap 
for co-operative insurance companies.  This regulation, as currently proposed, is very likely 
to cause many mutual and co-operative insurance companies to exceed their management 
expense cap.  While there is a temporary exception in both of these statutes for a company 
that makes a new system upgrade, that would not necessarily apply to the costs of 
compliance with the regulation unless the company underwent a new system upgrade in 
order to meet the new cybersecurity requirements.  NYIA suggests that the Department 
should look very closely at how this new regulation would impact the management expense 
caps for mutual and co-operative insurers.   
 
NYIA believes that Appendix A to the proposed regulation, the Certification of Compliance 
with Cybersecurity Regulations, should be amended to add language explicitly stating the 
Senior Officer signs the certification “in good faith” based on the best of their knowledge.  
While we recognize the Senior Officer has a defense if the Department believes the 
compliance targets have not been met in terms of the “to the best of their knowledge” 
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language, we also believe fundamental fairness dictates that a company’s senior officer or 
Board of Directors should not have to face personal liability in the event a DFS audit 
disagrees with the certification.  
 
The effective date of January 1, 2017 is much too soon for implementation of such a 
comprehensive, detailed and prescriptive regulation, even with the 180 day transitional 
period.  NYIA suggests adopting the approach taken by the European Union (EU) when 
they implemented cybersecurity rules for their financial institutions.  The EU gave their 
financial entities two years to reach compliance with the EU’s rules.  NYIA strongly urges 
consideration of a similar time table for implementation of these cybersecurity regulations.   
 
In concluding, we applaud the DFS's outreach for comments and input on this proposed 
regulation.  NYIA also respectfully requests, if any modifications are made to the current 
proposed regulation, that we get an opportunity to review the modifications and submit 
comments on those modifications.   As always, please feel free to contact me if you have 
any questions or wish to discuss this matter further.  We look forward to continued dialogue 
on this issue.    
 
Sincerely, 

 
Ellen D. Melchionni, CAE 
President 
 
 cc:  Maria Vullo, Superintendent  
 Scott Fischer, Executive Deputy Superintendent, Insurance Division 
 Stephen Doody, Deputy Superintendent for Property & Casualty      
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