
Exhibit B - Compilation of NYIA member company comments regarding the DFS' 
proposed cybersecurity regulation 

I.  General Comments 

• The proposed regulation is inconsistent with current and proposed laws, regulations 
and expert guidance.  There are Federal Financial Institutions Examination Council 
(FFIEC) guidelines for cybersecurity, which govern cybersecurity at federally 
regulated institutions.  The FFIEC cybersecurity guidelines are primarily risk-based 
and hence provide institutions with the latitude to tailor their cybersecurity programs 
to where they find the threats are most acute, by contrast the NY regulation appears 
to provide for little of such risk-based prioritizing.  To elaborate, this regulation 
represents a drastic shift from a flexible, risk-based approach for data security to a 
much more prescriptive, rules-based approach.  Another regulation that 
comprehensively deals with information security is already in place in New York, 
namely 11 NYCRR Part 421, Standards for Safeguarding Customer Information 
(Reg 173).  The existence of duplicative safeguarding rules for insurers to follow, 
with penalties authorized for a violation of either rule, is inefficient and impossible to 
practically comply with.  Furthermore, the National Institute of Standards and 
Technology (NIST) is universally acclaimed as a proper cybersecurity framework, in 
large part because it focuses on risk assessment and mitigation.  In addition, the 
National Association of Insurance Commissioners (NAIC) is working on a model 
cybersecurity law that could apply broadly in all of the 50 states. 

• This regulation proceeds from a faulty assumption, namely that the insurance 
companies are the bad actors in the event of a cybersecurity breach when in reality 
almost all breaches are the result of hostile private or public actors committing crimes 
when they breach an insurance company's information security system.   

• The proposed cybersecurity regulation is still too much of a "one size fits all" rule, 
despite the exemption because as a practical matter that is too small for any of our 
companies (even the smallest) to meet and even with the allowance in 500.04 for a 
company to meet the Chief Information Security Officer requirements through a 
third party service provider. 

• There are no confidentiality protections in the proposed regulation for the 
information and reports the companies will be providing to DFS.  This information 
would essentially constitute a road map to hackers seeking to commit data breaches 
against insurance companies. 

• The proposed regulation is overly specific and contains unreasonably broad security 
requirements that will dramatically increase compliance costs while only having a 
modest impact on lowering overall cybersecurity risk. 

• This proposed regulation almost totally excludes the use of compensating controls, 
other than to a limited degree in relation to the encryption mandates.  Authorizing 



the use of compensating controls is critical, especially for vendor risk assessments.  
One great example of this is the credit card industry's rigorous, but well-regarded, 
security protocol, the PCI-DSS.  This protocol recognizes that not every prescriptive 
control will fit every scenario and as a result there is a defined option to identify 
alternative methods to meet the same end objective.  The regulation should also 
include allowances for compensating controls, as determined by the company 
through its risk assessment. 

II.  Comments on specific Proposed Cybersecurity Regulation Sections 

• 500.01 Definitions  -  500.01 (d) sets forth a definition of "Cybersecurity Event" that is 
incredibly overbroad because it includes any attempt, even if unsuccessful, to gain 
unauthorized access.  According to company information technology experts, 
thousands, if not tens of thousands, of unsuccessful attempts occur daily.  In addition, 
there are hundreds of daily port scans that are successfully blocked by a firewall.  
Reporting on all of these within 72 hours would be burdensome in the extreme.  
Furthermore, it would not be useful because it would divert resources from being able to 
focus on real threats to the company.  At a minimum, a material likelihood of harm 
standard should be employed in this definition.   

• 500.01 (e) defines "Information System".  This definition should be limited to use words 
to the effect of "organized computer systems for the collection, storage and processing of 
nonpublic information."  500.01 (f) defines "Multi-Factor Authentication" in a vague 
manner.  For example, the possession factors need to be more clearly described.  For 
example, do digital certificates constitute a possession factor?  Certificates should be 
considered a possession factor and they are probably the most reasonable possession 
factor for smaller institutions to implement.  However, the definition provides vague 
examples of a "token or text message on a mobile phone.  This is actually a good 
example of where the DFS requirements are not in sync with the latest NIST draft, 
which minimizes the utility of using SMS for two-factor authentication (see 
https://pages.nist.gov/800-63-3/sp800-63b.html).   

• 500.01 (g) defines "Nonpublic Information" in a manner that is extremely vague.  
Current state law, as set forth in General Business Law section 899-aa and State 
Technology Law section 208, have a specific definition of nonpublic information (NPI).  
This proposed regulation's definition would include all information provided on 
insurance applications and information on claims adjusters.  The definition of NPI 
should be consistent with other state law.  In addition, the definition of NPI also 
includes "business related information".  It seems incongruent to include business-
related, proprietary information in a regulation "designed to promote the production of 
customer information."  Also, NPI in (g) (2) includes "any information" provided to a 
Covered Entity, this should be limited to personally identifiable information.  The 
definition of NPI in (g) (4) includes "any information that can be used to distinguish or 



trace an individual's identity", this is vague.  For instance, would it include electronic 
cookies, IP addresses, etc?  More fundamentally, how tangential to identity would the 
information have to be before it is not considered within the definition? 

• 500.02 Cybersecurity Program -  NYIA believes it is prudent to establish such a 
requirement, but strongly urge the DFS to consider the following language to allow for a 
flexible, risk-based approach to data security as intended in section 500.0.  This language 
would be added at the very beginning of 500.02 to read as follows:  "To the extent 
appropriate based on the (i) size and complexity of the Covered Entity, (ii) nature and 
scope of the activities of the Covered Entity, (iii) sensitivity of Nonpublic Information to 
be protected, (iv) probability and critical nature of potential risk to sensitive Nonpublic 
Information, and (v) resources available to Covered Entity."  As for 500.02 (b) (1), when 
it says "identify internal and external cyber risks", this should be limited to risks that are 
reasonably foreseeable.  In addition, the term "cyber risks" is unclear, perhaps it should 
be "risks that may lead to a cyber event"?   

• 500.03 Cybersecurity Policy  -  NYIA also believes this is a prudent requirement, but 
suggest the following language to incorporate the flexible, risk-based approach.  This 
language would be inserted after the words "The cybersecurity policy shall address," and 
read as follows: "to the extent appropriate based on the (i) size and complexity of the 
Covered Entity, (ii) nature and scope of the activities of the Covered Entity, (iii) 
sensitivity of Nonpublic Information to be protected, (iv) probability and critical nature 
of potential risk to sensitive Nonpublic Information, and (v) resources available to 
Covered Entity" and delete the words "at a minimum." 

• 500.04 Chief Information Security Officer - NYIA supports allowing a company to use 
a third party service provider to perform the function and roles of a chief information 
security officer (CISO).  500.04 (b) requires the CISO to develop a report that would be 
available to the DFS Superintendent.  We are extremely concerned with the 
confidentiality protections, or more accurately the lack of any such protections, available 
for such report.  This report is truly a roadmap of network weaknesses and 
vulnerabilities that bad actors could easily exploit.  Furthermore, having all financial 
institutions reports in one place (DFS) will make for an attractive hacker target given its 
wealth of potentially useful information.  NYIA suggests adding the confidentiality 
language from the NAIC Model Holding Company Act, that is a good and stringent 
provision to ensure protection of reports and information provided to DFS in connection 
with cybersecurity. 

• 500.06 Audit Trail  -  The level of audit trail documentation is overly burdensome.  
More specifically, this section mixes the concepts of maintaining data allowing for the 
reconstruction of financial records and maintaining a log of system events.  The former 
may be reasonable, but the latter is extremely onerous and will entail the retention of so 
much data as to be virtually useless.  In addition, the six year requirement to maintain a 
detailed, tamper-resistant audit log is overly burdensome because it would require vast 



amounts of storage to log all transactions for that period of time.  Logs should be kept 
for an amount of time necessary to correct an error.  

• 500.07 Access Privileges - This is an absolute standard that will be nearly impossible to 
meet.  While access privileges can be assigned to job titles, individuals within the titles 
may or may not require access to the same information.  A possible modification to this 
section that would make it more practicable is to insert the language after the words 
"each Covered Entity" to read "shall design access privileges" and delete the word 
"limit".   

• 500.08 Application Security - The wording at the end of 500.08 (a) requiring procedures 
for testing and assessing the security of all externally developed applications used by the 
company is overly broad.  It would require companies to have software testing 
capabilities to cover everything from the operating systems, to the databases, to the web 
applications used in the environment.  Furthermore, no software developer is going to 
allow a company to examine their code for security deficiencies.  Section 500.08 (b) 
requires all application security standards to be reviewed and assessed at least annually.  
This requirement could result in needless activity, we suggest that this provision state it 
will be reviewed periodically, as indicated by the company's risk assessment. 

• 500.11 Third Party Information Security Policy - A fundamental issue that arises 
regarding this section is whether it is even necessary, given the fact that vendor and third 
party service provider management is already included in section 500.03, cybersecurity 
policy.  In addition, there are several insurance companies that are small businesses and 
they will realistically not be provided the opportunity to perform a cybersecurity audit of 
their third party service providers.  Turning to more specific aspects of this section, 
500.11 (a) (2) mandates the third party policy address "minimum cybersecurity practices 
required...".  However, the business reality is that depending on the circumstances a 
vendor may not meet the entire security wish list, but still be allowed to do business with 
the entity if there is a commitment to address the issues or if compensating controls 
exist.  This provision should allow for more flexibility in the vendor assessment, through 
use of wording such as "minimum cybersecurity practices required to be met by such 
third parties, absent compensating controls or other relevant considerations, in order...".  

• In 500.11 (a) (4), the company would be required to conduct an assessment, at least 
annually, of the third parties' cybersecurity practices.  Given the many hundreds or even 
thousands of vendors used by a large organization, the yearly requirement is an 
impossible standard.  Furthermore, it will divert resources from focusing on vendors that 
present the most risk to the organization.  The periodic assessment schedule should be 
driven by a risk-based analysis.  For 500.11 (b), NYIA submits that the wording should 
be amended by adding at the end of it after "to the extent applicable" the words "and as 
indicated by the Covered Entity's risk assessment".  Section 500.11 (b) (2) should limit its 
applicability narrower than all NPI and instead be targeted to information that is 
particularly sensitive, such as information that would trigger a security breach notice.  



500.11 (b) (3) raises the same problem as noted earlier with respect to the overly broad 
definition of a "Cybersecurity Event" by requiring third party service providers to 
provide prompt notice of such an event.  Since these events include unsuccessful 
attempts on the service provider, the covered entity will be flooded with information that 
is not relevant or actionable.  This will obscure information that is relevant to the risk 
assessment, rendering it more difficult to effectively manage the security risk.  As for 
500.11 (b) (5)'s mandate for companies to obtain representations and warranties from the 
third party service provider respecting freedom from viruses and other problems 
impairing security, many companies (especially smaller ones) believe that they will be 
unable to obtain this provision. 

• 500.12 Multi-Factor Authentication - NYIA respectfully submits that while this 
standard may be effective and prudent for certain systems, it cannot be implemented in 
all of the systems described.  For example, requiring Risk-Based Authentication "in 
order to access web applications that capture, display or interface with NPI would apply 
the requirement to an insurance company's web-based quoting application.  However, 
the company does not know anything about the individual using the application, until a 
business relationship is established.  As such, it is not possible to detect anomalies or 
changes in the normal use patterns of the person, as the definition of a "Risk-Based 
Authentication" system would suggest.  In addition, we would note that while multi-
factor authentication makes sense for publically accessible systems apart from the 
aforementioned web-based quoting application, requiring it for internal users, accessing 
an internal database server, is not common practice.  We are uncertain as to what the 
goal is in this provision.   

• 500.13 Limitations on Data Retention - Since there is no law requiring data deletion, 
we suggest modifying the title to read "Limitations on Data Disposal" and propose the 
following language for this section:  "As part of its cybersecurity program, each Covered 
Entity shall include policies and procedures for the timely destruction secure disposal of 
any Nonpublic Information identified in 500.01 (g) (2) - (4) that is no longer retained by 
necessary for the provision of the products or services for which such information was 
provided to the Covered Entity, expect where such information is otherwise required to 
be retained by law or regulation." 

• 500.14 Training and Monitoring - The requirement for all personnel to attend regular 
cybersecurity awareness training is overly broad, it is not necessary for "all" personnel to 
be required to attend because some job functions simply don't warrant the training.  
Also, 500.14 (b) should be revised to clarify that in-person training is not required.   

•  500.15 Encryption of Nonpublic Information - This section mandates that company's 
shall encrypt all NPI held or transmitted by the company's both in transit and at rest.  
NYIA strongly believes that this requirement should be narrowed to only apply to 
information that is particularly sensitive, such as information capable of triggering a 
security breach notice rather than all NPI.  Also, while encryption in transit can be 



useful, encryption at rest is far less advantageous.  Data must be unencrypted to be used 
and it's being used whenever a server is running or a database is accessed.  Encryption of 
all NPI can also have negative effects on throughput and system response.  This is 
because encryption can add latency and additional processing as data will need to be 
encrypted and decrypted as it is written and read to storage media.  Put another way, 
encryption can degrade computer performance and is not a cure all.  In fact, encryption 
does little to thwart hackers, because they most often rely on obtaining valid passwords 
to hack into systems.  With a valid password, the hacker has the key to unlock the 
encrypted information.  500.15 (b) and (c) permit companies to use compensating 
controls if encryption of NPI in transit or at rest is infeasible, but only for five years after 
the effective date of the regulation.  We would contend that this time period should not 
expire so long as implementation remains infeasible. 

• 500.16 Incident Response Plan - NYIA believes this is prudent but only if it 
incorporates a flexible, risk-based approach. 

• 500.17 Notices to Superintendent - In addition to our previous comments regarding the 
overly broad definition of what constitutes a cybersecurity event for which notice must 
be provided, in general this section sets forth an unreasonably low standard.  Given how 
broadly NPI is defined and the fact that a cybersecurity event has no standard of harm 
threshold, notices to the Superintendent will not only be voluminous but of questionable 
utility.  For example, does the Superintendent really expect a report on every employee 
who emails home a file to work on over the weekend?  It's not authorized, but it is also a 
well-intentioned event that can happen quite often.  Also, what actions will be taken 
with a report of all unsuccessful attempts to penetrate a company's information 
technology systems?  These attempts are an ongoing occurrence.  Furthermore, 72 hours 
is an incredibly short period of time and especially in light of the extremely low trigger 
on the reporting threshold.  Also, in the event of a significant cyber security event, it will 
divert resources from the critical, initial hours of the investigation in order to prepare the 
report to the Superintendent and attempt to answer questions such a report is sure to 
generate.  500.17 (b) and (b) (1) require companies to maintain all records and data 
supporting a certificate of compliance with this proposed regulation as well as 
documents concerning remedial work done to address areas and systems needing 
improvement.  These documents need to be kept confidential. 

• 500.21 Transitional Period - While we appreciate the DFS has set forth a 6 month 
period for companies to come into compliance with this regulation, this period of time is 
still insufficient to reach compliance with the regulation as currently proposed.  NYIA 
suggests adopting the approach of the European Union when working on cybersecurity 
for international financial institutions, in that case they provided a 2 year time frame for 
compliance.               


