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Preface
The property and casualty insurance industry is looking to address information security
issues in a proactive manner. One key link is between insurance companies that underwrite
policies and agents that sell the policies to consumers. Recognizing the importance of this
relationship as it relates to information security, the Independent Insurance Agents and
Brokers of New York, New York Insurance Association and Professional Insurance Agents
of New York joined forces to host Protecting Our Partners: Agent and company roundtable on
cyber security on March 30, 2016.
Representatives from the agent and carrier communities came together to discuss what
companies and agents are currently doing to protect retained data and prepare for
unintended disclosures. The advisory group, identified on the last page, engaged in a robust
conversation about ways to create a strong working relationship to help ensure agencies,
companies and our shared policyholders are better protected. The focus of the conversation
was on the gaps that exist in our current efforts and what we can do to mitigate issues as
an industry.
The guiding principles outlined in this document are the outcome of this discussion. The
objective of these principles is to provide agents and companies with a general road
map pre-breach and post-breach within the framework of three key areas: compliance,
operations and technology. The discussion was moderated by Steven Spano and Ryan
Spelman of the Center for Internet Security, an entity dedicated to enhancing cyber security
readiness and response among public and private sector entities.
These guiding principles are intended to be overarching and conceptual and to provide the
insurance industry with general ideas to consider. They are not intended to provide specific
counsel. The principles are flexible and can be tailored to meet the needs of an individual
agency or company.
While information security is an evolving issue and cannot be addressed in one single
effort or document, the members of these three associations believe the guiding principles
will go a long way toward strengthening our position in the information security space.

The entities and associations involved in developing this publication do not intend to render legal opinions or
advice on any of the issues or resources contain therein, nor do we recommend a specific course of action to avoid
or minimize liability. Instead, we encourage the reader to discuss areas of concern and to obtain specific legal
advice from their attorney if necessary. The information contained within this publication shall not take the place
of professional legal counsel. The topics discussed in this publication offer merely a broad overview of some of the
issues associated with agency and carrier security and is not intended to be a comprehensive analysis. Moreover,
agents and carriers should consult specific state and federal law as they develop, review and implement their security
plans and procedures. If a breach should arise, state and federal laws may set forth specific requirements and duties.
Any party hereby releases from liability and waives their right to sue IIABNY, NYIA and PIA, their employees, officers,
volunteers and agents from any and all claims, including claims of negligence, resulting in any economic loss they
may suffer or which may result from their use of this document or the information contained therein.
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Guiding Principles
Below each guiding principle are links to resources to help entities employ the principle.

1

Commit to the EDUCATION of agents,
company personnel, third party vendors and
policyholders.

2

Understand that security is a MOVING TARGET,
which necessitates the practice of continually revisiting
standards and best practices.

Combat Cyber Crime and Protect Your Agency
(Agents Council for Technology –ACT)
Protecting Agency Customer Information from Identity Theft (ACT)
How Do You Protect Your Agency’s Data? (ACT)
National Security and Emergency Preparedness
(U.S. Chamber of Commerce)

US-CERT Tips About Common Security Issues for Non-Technical
Computer Users (U.S. Computer Emergency Readiness Team)
MS-ISAC Alerts and Advisories (Center for Internet Security – CIS)

3
4

Recognize the need to protect information as a
whole—breaches are NOT CYBER SPECIFIC.
Keeping Agency Data Secure (ACT)
State Data Security Breach Notification Laws (Mintz Levin)

Look to reputable security resources for guidance in

ESTABLISHING STANDARDS.
Critical Infrastructure Resources (Department of Homeland Security)
5 Steps to Better Cyber Security (Better Business Bureau – BBB)
Security Configuration Benchmarks (CIS)
Start with Security: A Guide for Business
(Federal Trade Commission – FTC)
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5

Develop a written INFORMATION
SECURITY PROGRAM with the
requirement that those accessing data, including
third party vendors, conform to your standards.
Agency Security Plan Development Materials (ACT)
Procedure for Electronic Delivery of Insurance Documents (ACT)
Guidelines for e-Signature and e-Delivery in the Insurance Business (ACORD)
Cyberplanner (Federal Communications Commission – FCC)
“Bring Your Own Device” Opportunities & Risks (ACT)
Security and Risk Considerations for Your Mobile Device Program (EY)

6
7
8

DETERMINE VULNERABILITIES
through regular security risk assessments and
penetration tests.
Stay Safe Online (National Cyber Security Alliance – NCSA)
Cyber Risk Assessment & Management (NCSA)
Controls for Effective Cyber Defense (CIS)

Create an INCIDENT RESPONSE
and regularly test the plan.

PLAN

Cyber Incident Reporting Procedures
(New York State Office of Information Technology Services)
10 Steps to Planning an Effective Cyber-Incident Response
(Harvard Business Review)
Information Compromise and the Risk of Identity Theft:
Guidance for Your Business (FTC)

Limit the amount of RETAINED

PERSONAL INFORMATION.
Agency Strategies to Send and Receive Personal Data Securely (ACT)
Protecting Personal Information: A Guide for Business (FTC)
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9
10
11
12

Utilize STRONG PASSWORDS and other
security features to access information.
Keeping Agency Data Secure (ACT)
ID Federation/SignOn Once
World Password Day
Two-Factor Authentication: What You Need To Know (FAQ) (CNET)

Ensure HARDWARE

AND SOFTWARE

ARE UP TO DATE and appropriate patches
are in place.

Unsupported Software and Data Breaches (ACT)
Cybersecurity: Risks of Legacy Systems, Unsupported Software
(National Credit Union Administration)

Obtain cyber security INSURANCE

COVERAGE.

Cyber Liability Risks (Insurance Information Institute – I.I.I.)
Cyber Risk: Threat & Opportunity (I.I.I.)
Practical Strategies to Address Cyber Risk in Your Business
(I.I.I.)

Guard against REPUTATIONAL RISK—
information security is a shared responsibility.
Small Business Reputation & The Cyber Risk (KPMG)
Managing Risks: A New Framework (Harvard Business Review)
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Smart Steps
1. Assess your situation
A. Questions to consider:
		

a. What information do you collect?

		

b. How do you store the information?

		

c. Who has access to the information?

		

d. What steps are you taking to secure your computers, network, email and 		
other tools?

		

e. What scale do you need for your security plan to be helpful and reasonable?

B. Get a professional evaluation of your computer network to assess security
risk (your internet service provider or software vendor may offer this service)
C. Review contracts (company, vendors, etc.) and relevant federal, state and local 		
laws including New York General Business Law section 899-aa and State
Technology Law section 208 (breach notification) to determine your legal 				
compliance requirements

2. Establish a plan*
A. Prevention – Solutions, policies and procedures to reduce the risk of an attack 			
or breach
B. Resolution – Plans and procedures in the event of a breach
C. Restitution – Legal requirements in the event of a breach, how to address the
repercussions of a security breach

		

D. Best practices – Software updates, firewalls, spam filters

3. Implement and educate
A. Implement your security plan and keep it up to date
		

a. Designate a plan manager/champion

		

b. Secure your internal network and cloud based services

		

c. Secure and encrypt Wi-Fi

		

d. Automated software updates (anti-virus, security patches)

		

e. Data back up

		

f. Monitor and analyze attempted intrusions to your systems and network

B. Educate your employees
		

a. Privacy policy

		

b. Strong password policy

		

c. Email usage policy

		

d. Mobile device policy, including personal mobile devices

		

e. Safe web-browsing rules

		

f. Social media policy

*An excellent resource to build your own plan can be found at www.fcc.gov/cyberplanner
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Advisory Group
INDEPENDENT INSURANCE AGENTS &
BROKERS OF NEW YORK
Margaret Black, Vice President, Operations, Allan M. Block Agency Inc.
Stuart Durland, AINS, AAI, Vice President of Operations,
Seely & Durland Inc.
Edgar Higgins, Jr, CPCU, Vice President, Thousand Islands Agency
George Robertson, Executive Board Member,
ACT Security Issues Working Group

NEW YORK INSURANCE ASSOCIATION
Peter Balisteri, Chief Information Officer, Merchants Insurance Group
Steven Coffey, President and CEO,
Broome Co-operative Insurance Company
Andrew Forstenzer, General Counsel,
Preferred Mutual Insurance Company
Jeffrey Rice, President and CEO, Wayne Cooperative Insurance Company
Karen Skarupski, Senior Counsel and Privacy Officer,
Erie Insurance Group
Richard Shlotzhauer, Senior Vice President Information Technology,
Utica First Insurance Company

PROFESSIONAL INSURANCE AGENTS OF NEW YORK
Tim Dean, President, Marshall & Sterling, Inc.
Fred Holender, Director of Administration, Lawley Service, Inc.
Lauren Pachman, Counsel & Director of Regulatory Affairs,
National Association of Professional Insurance Agents
Keith Savino, Managing Partner, Warwick Resource Group, LLC
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(800) 962-7950 | www.iiabny.org

IIABNY exists to support and fulfill the educational, political, and business interests
of our more than 1,750 agencies and their 13,000-plus employees. Our members are
Trusted Choice® independent insurance agents and brokers, which means they provide
consumers with a choice of products from more than one insurance carrier. They provide
consumers unrivaled service, as well as the best personal and business insurance
protection to meet their changing needs.

(518) 432-4227 | www.nyia.org

The New York Insurance Association (NYIA) has served as the trade association
representing property and casualty insurance companies in the state for more than 130
years. The NYIA membership is a diverse group of carriers collectively writing more
than $12.5 billion in premium annually in the state—providing financial security to
policyholders across New York. NYIA’s members write both personal and commercial
lines of insurance, including individual auto and home, comprehensive business
coverage, workers compensation, and medical malpractice insurance.

(800) 424-4244 | www.pia.org

The Professional Insurance Agents of New York State Inc. has been serving professional,
independent property/casualty insurance agents for nearly 80 years. PIANY staff is
comprised of 80 industry experts based in Glenmont, N.Y. An affiliate of the National
Association of Professional Insurance Agents, PIANY serves some 1,500 members across
the state, which collectively employ tens of thousands of insurance professionals, and
work with carriers to provide insurance for more than 2 million households and 750,000
businesses, governmental units and other organizations.

