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January 5, 2016 
 
Ms. Shirin Emami, Acting Superintendent 
NYS Department of Financial Services (DFS) 
One State Street 
New York, NY  10004  
 
Re:  Potential New NYDFS Cyber Security Regulation Requirements     
 
Dear Ms. Emami:   
 
I am writing in response to the DFS November 9, 2015 letter to federal and state financial 
and insurance regulators concerning potential new regulations from DFS aimed at 
increasing cyber security defenses within the financial sector.  The New York Insurance 
Association (NYIA) is the state trade association that has represented the property and 
casualty insurance industry in New York for more than 130 years.  NYIA's member 
companies run the gamut from large, national insurers to regional carriers of varying sizes, 
including numerous small insurance companies.  Despite these differences in size, all of 
NYIA's member companies recognize the importance of cyber security.  This letter will 
provide our broad perspective on potential cyber security regulations and offers the 
industry's recommended approach to addressing the moving target of cyber security.    
 
One overarching point that we believe is extremely important to keep in mind is a one size 
fits all ideology would not be appropriate.  Companies writing more than $2 billion in yearly 
premiums are vastly different than companies writing less than $1 million a year.  DFS must 
acknowledge this reality and tailor their expectations accordingly.  Smaller property and 
casualty insurers in New York are already confronting numerous regulatory burdens that 
take them away from their primary mission of providing financial security to policyholders.  
These small insurers write insurance for underserved areas of the state, primarily in rural 
areas of Upstate New York, and accordingly ensure a competitive property and casualty 
insurance market for these areas.  In fact, these insurers write policies for more than 71,000 
New York state small businesses.       
 
A related point to make concerns the outsourcing of cyber security and computer operations 
by some insurers.  Insurers who outsource their entire network infrastructure to third party 
hosting services do this for the sensible business reason of engaging providers with the 
requisite expertise and resources to maximize the proper management of network integrity 
and security.  These companies are working hard to ensure that all aspects of their cyber 
security are covered as they work on this transition to third party hosting services or the 
cloud (aspects such as SSAE-16 compliance and willingness of the provider to subject 
themselves to attack testing) but they are acutely aware of the fact nothing connected to the 



internet is fail proof.  As a result, DFS should acknowledge insurance carriers outsourcing 
their entire network infrastructure to third party hosting services.        
 
NYIA's member companies have invested significant time and resources to establishing and 
upgrading their cyber security.  In fact, NYIA hosted a Cyber Security Summit in March of 
2015 that featured cyber experts, ethical hackers, insurance specialists and business and 
industry leaders (see attached brochure for details).  This summit provided valuable 
information generally, not only for insurance companies but also our clients and customers.  
The association also hosted a cyber security incident response simulation this past 
November.  Those are just a few examples of the ways NYIA's members are continually 
addressing the challenges presented by cyber risk.   
 
The property and casualty insurance companies in New York are expending a great deal of 
time and resources to create and maintain the best possible cyber security infrastructure for 
their companies, as outlined above.  Cyber security and protecting policyholder information 
is a top priority for the members of NYIA. Companies are diligently working to better 
safeguard their businesses as well as their policyholders. NYIA understands the DFS’ 
attentiveness to the matter of security, but cautions against rigid regulations. We feel the 
best course of action is for DFS and the industry to work together on this complex issue. 
Companies are already taking a hard look at the threats that exist, and just as importantly, 
those that could exist. There is a great deal of expertise within the industry, and NYIA urges 
DFS to collaborate with property and casualty insurance companies as we all share the 
same concerns.  
  
We applaud the DFS' outreach for comments and input regarding the very important topic 
of cyber security for insurance companies.  As always, please feel free to contact me if you 
wish to discuss this matter further.  We look forward to continued dialogue on this issue.    
 
Sincerely, 

 
Ellen D. Melchionni, CAE 
President 
 
 cc:  Troy Oechsner, Acting Executive Deputy Superintendent, Insurance Division 
 Maria Filipakis, Executive Deputy Superintendent, Capital Markets Division 
 Tanuja Mohapatra, Director of Legislative Affairs     

 


